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Sahamati/Circular/Tech/2024-10/03 Dated: 25th October 2024

To,
Live-enabled, Live Entities

Subject: Revision to Client Secret Expiry Policy

Further to our earlier communication Sahamati/Circular/Tech/2024-09/01 on the
subject of “Circular For Client Secret Rotation For All The Network Participants,”
dated 17th September 2024, we would like to inform you of a revision to the Client
Secret Expiry Policy, finalized in consultation with the AA Tech Leads Group and
feedback received from the market.

Please note that all the existing tokens will NOT expire in UAT by 31st October 2024
or PROD by 30th November 2024. Entities are encouraged to rotate the Client Secret
based on their regulatory or infosec policies.

The recent deployment, rolled out earlier this month, Token service now allows a
180-day expiry period for client secrets in both UAT and Production environments.

In our upcoming release, we are introducing a parameterized Secret Expiry, allowing
participants to set their own expiry periods (e.g., 90, 180, or even more days) based
on their respective regulatory requirements. This update has been incorporated into
our Release Documentation and shared on our website here.

To facilitate this, entities must assign a User SPOC (Single Point of Contact) with
designated email addresses, ensuring timely management of secret changes. We
will shortly share the process for requesting User onboarding on Token Service
(IAM) in UAT and Production for operational efficiency.

If you encounter any issues or have questions following the maintenance period,
please don't hesitate to contact our support team at services@sahamati.org.in.

Regards,
Sahamati Tech Team


https://developer.sahamati.org.in/release-calendar/client-secret-rotation
https://developer.sahamati.org.in/release-calendar/client-secret-rotation#action-required
https://developer.sahamati.org.in/release-calendar/client-secret-rotation#action-required

